JAYESH KAITHWAS

LinkedIn: www.linkedin.com/in/jayeshkaithwas Vadodara, Gujarat 390002
Github: github.com/jayeshkaithwas jayeshkaithwas1234@gmail.com
WebSite: jayeshkaithwas.github.io +9174340-27313
EDUCATION

SSC - GSEB - GSFC School, Vadodara May-2020

« Percentage: 69.15

CSP (Certified Software Programmer) - IANT, Subhanpura Sep-2023
« Course: Star C, C++, Python, PHP, HTML, Secure Programming (PHP-R11)

EXPERIENCE

® Customer Support Engineer, Prompt ERP Ltd. Dec 2023 - July 2024

» Provided technical support and resolved software issues for clients.
« (Gained experience in SQL, database management, and troubleshooting.
» Improved client communication and problem-solving skills.

© Freelancer Aug 2024 - present

« Built and delivered tools like WhatsApp Automation, Lead Scraper from JustDial, and an
ERP for Insurance Management.

» Helped clients set up websites and strengthen their application security.

» Provided basic vulnerability assessments and website hardening.

CERTIFICATIONS

e Certified Ethical Hacker (CEH v12)

o Certified Appsec Practitioner (CAP)

o Certified Network Security Practitioner (CNSP)

e STAR Cyber Secure User - R 11

e Mastercard Cybersecurity Virtual Experience

e Tata Cybersecurity Security Analyst Job Simulation
e View all certifications -

TECHNICAL SKILLS

e VAPT Tools: Burp Suite, Nessus, Nmap, Acunetix, Wireshark

e Web Security: OWASP Top 10, Secure Coding, Patch Management

e Languages/Scripting: Python, Bash, HTML, C++, Assembly, PHP, NodeJS

e Networking: TCP/IP, DNS, Packet Analysis, Linux Networking

e Platforms & Tools: GitHub, Linux, Docker, ChatGPT

e Malware & Threat Analysis: Static and Dynamic Analysis, Behavioral Monitoring
e Other: Cryptography, Firewall & IDS/IPS Configuration
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PROJECTS

® Personal Website

« Built a personal website to showcase certifications, resume, and host a cybersecurity blog
with CTF writeups, lab notes (HTB, THM), and personal learning documentation.
= Link : jayeshkaithwas.github.io

©® Python Scripts Repository

» Developed networking tools and scripts including TCP/UDP clients & servers, IP header
sniffers, custom proxy, traceroute utility. Focused on core networking principles and
packet analysis.

~ Link : github.com/jayeshkaithwas/Networking-Python

©® Cold Email Generator

» Developed a full-stack web application using Flask and Bootstrap to generate customized
cold emails for IT companies.

» Integrated Google Gemini API to produce personalized email content based on user input.

« Deployed and hosted on Render.

~ Link : emailpitchgenerator-bot.onrender.com

©® WhatsApp Bulk Messenger (Chrome Extension)

e Built an automated Chrome extension using Selenium for message broadcasting,
incorporating secure session handling and input sanitization.
= Link : github.com/jayeshkaithwas/WhatsApp-Web-Extention

©® View all Projects -
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